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Description

The US Cybersecurity and Infrastructure Security Agency (CISA) has released an alert regarding
the targeting of Uninterruptible Power Supply (UPS) devices by malicious actors. UPS devices offer
emergency backup power in many organisations.

Many UPS devices have Ethernet connections and in some cases are connected directly to the In-
ternet. These Internet-facing UPS systems are particularly vulnerable to attack as quite often default
usernames and passwords remain unchanged, offering malicious actors opportunities to remotely ac-
cess these devices.

Malicious actors may take control of UPS devices to disable or catastrophically destroy functionality,
or power down connected ICT equipment. Emergency power for critical systems would then not be
available which can lead to operation disruption.

Recommendations

The NCSC recommends that affected organisations review the CISA Advisory, adhere to the actions
recommended below, and if required ensure service providers take necessary measures:

» Immediately enumerate all UPS devices and similar systems and ensure they are not accessible
from the internet. In the rare situation where a UPS device or similar systems’ management
interface must be accessible from the Internet, ensure that compensating controls are in place,
including:

Ensure the device or system is only accessible using a virtual private network

Enforce multi-factor authentication (MFA)

Use strong, long passwords or passphrases

Consider your need to access and monitor UPS devices while facing disruption to power-
supply.

» Check if your UPS’s username/password is still set to the factory default. If so, update your UPS
username/password so that it no longer matches the default. This ensures that going forward,
threat actors cannot use their knowledge of default passwords to access your UPS. Your vendor
may provide additional guidance on changing default credentials and/or additional recommended
practices.

» Ensure that credentials for all UPS devices and similar systems adhere to strong password length
requirements and adopt login timeout/lockout features.
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