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Description

SonicWall has released patches to address critical and medium severity vulnerabilities (CVSS 5.3-9.8)
in the SMA 100 series application. The full advisory from SonicWall can be found here. Note: There
is no evidence that these vulnerabilities are being exploited in the wild.

The NCSC recommends that affected organisations patch related products to ensure security of the
devices. The two highest ranked vulnerabilities are listed below, please check the SonicWall site for a
full list of patched vulnerabilities.

• SMA-3217 - SMA100 Unauthenticated Stack-based buffer overflow (CVSS 9.8)

– A critical severity vulnerability (CVSS 9.8) in SMA 100 appliances, which includes SMA
200, 210, 400, 410 and 500v could allow a remote unauthenticated attacker to cause Stack-
based Buffer Overflow and would result in code execution as the nobody user in the SMA100
appliance. It was noticed that the SMA 100 users with licensed/enabled WAF are impacted
by this vulnerability.

• SMA-3235 - Multiple SMA 100 Unauthenticated File Explorer Heap-based and Stack-based
Buffer Overflows (CVSS 9.4)

– A critical severity vulnerability (CVSS 9.4) in SMA 100 appliances, which includes SMA
200, 210, 400, 410 and 500v could allow a remote unauthenticated attacker to cause Heap-
based and Stack-based Buffer Overflow and would result in code execution as the nobody
user in the SMA100 appliance. It was observed that the SMA100 appliances with WAF
licensed/enabled are also impacted by this vulnerability. Exploitation potentially leading to
code execution.

Impact

A remote authenticated attacker can execute arbitrary commands.

Recommendations

The NCSC recommends that affected organisations review the SonicWall Advisory and apply patches
as soon as possible.
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