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Threat Type

The NCSC has received information that the SolarWinds Orion API is vulnerable to
authentication bypass that could allow a remote attacker to execute API commands.

SolarWinds have provided the below information on SUPERNOVA:
• SUPERNOVA is not malicious code embedded within the builds of the Orion

Platform as a supply chain attack. It is malware that is separately placed on
a server that requires unauthorised access to a customer’s network and is
designed to appear to be part of a SolarWinds product.

• The SUPERNOVA malware consisted of two compo-
nents. The first was a malicious, unsigned webshell .dll
app_web_logoimagehandler.ashx.b6031896.dll specifically written to
be used on the SolarWinds Orion Platform. The second is the utilization of
a vulnerability in the Orion Platform to enable deployment of the malicious
code. This vulnerability in the Orion Platform has been resolved in the latest
updates.

• The full SolarWinds advisory can be found here.

Products Affected
All Orion Platform products, except those customers already on Orion Platform
versions 2019.4 HF 6 or 2020.2.1 HF 2.

Impact
This vulnerability could allow a remote attacker to bypass authentication and exe-
cute API commands which may result in a compromise of the SolarWinds instance.

Recommendations

Orion Platform versions 2019.4 HF6 and 2020.2.1 HF2 were designed to protect
from both SUNBURST and SUPERNOVA. If you are using one of those versions,
we do not recommend that you take any actions at this time.

We recommend that all active maintenance customers of Orion Platform products,
except those customers already on Orion Platform versions 2019.4 HF 6 or
2020.2.1 HF 2, apply the latest updates related to the version of the product they
have deployed, as soon as possible. These updates contain security enhance-
ments including those designed to protect you from SUNBURST (See our previous
advisory here) and SUPERNOVA.

NOTE: If you reinstall, you need to re-apply the patch or hotfix.

If you’re unable to upgrade at this time, SolarWinds have provided a script
that customers can install to temporarily protect their environment against the
SUPERNOVA malware. The script is available here.
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https://www.solarwinds.com/securityadvisory#anchor2
https://www.ncsc.gov.ie/pdfs/Sunburst_161220_UPDATE.pdf
https://downloads.solarwinds.com/solarwinds/Support/SupernovaMitigation.zip
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