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SAP have released security updates to address three critical vulnerabilities affecting the Internet
Communication Manager (ICM), a core component of SAP business applications. In a collaboration
with the SAP Product Security Response Team (PSIRT), Onapsis Research Labs have produced a
report on these vulnerabilities which you can download here.

The three vulnerabilities are:
« CVE-2022-22536 - CVSSv3 - 10.0

— The most critical vulnerability is a desynchronization of MPI Buffers between the ICM and
the backend (Java/ABAP) processes. It is possible to desynchronize the communication be-
tween the proxy and the ICM and thereby use HTTP smuggling to hijack a victim’s sessions.

« CVE-2022-22532 - CVSSvV3 - 8.1

— Use After Free in ICM. To exploit this issue, an attacker can send a pipelined request with
an incomplete message. The ICM will still get a new MPI Buffer but will stop from parsing
the second request. This allows the attacker to write more data that will be placed at the
beginning of the new buffer. Thus, a malicious threat actor would be able to take control over
the SAP application. However, in this case, it is also possible to write arbitrary responses
which could be stored in the internal ICM Web Cache. This means that SAP NetWeaver
Java is vulnerable to Arbitrary Web Cache poisoning, which can modify the entire behavior
of the application.

+ CVE-2022-22533 - CVSSV3 - 7.5

— Memory Leak in MPl Management. Using this vulnerability, an attacker can easily consume
all MPI resources and cause a denial of service attack in any SAP application exposed
through the HTTP(S) port, effectively disrupting business processes and interfaces sup-
ported by the application.

Products Affected

+ CVE-2022-22536

— Affecting both stacks and applications behind the SAP Web Dispatcher
» CVE-2022-22532

— SAP AS Java systems only
+ CVE-2022-22533

— SAP AS Java systems only
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https://wiki.scn.sap.com/wiki/display/PSR/SAP+Security+Patch+Day+-+February+2022
https://onapsis.com/threat-report/icmad-sap-vulnerabilities
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Potential Remote Code Execution (RCE), data theft, operations disruption, ransomware, denial of ser-
vice.

Recommendations

The NCSC recommends that affected organisations review the Onapsis report and apply the relevant
SAP security patches as soon as possible.

Onapsis have created a Python script to check if a SAP system is vulnerable to CVE-2022-22536.
You can find the script on their Github page. Please note that this tool cannot guarantee with 100%
accuracy whether your SAP applications are vulnerable or not.
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