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Description

OpenSSL has released a software update that address vulnerabilities CVE-2022-3786 and CVE-2022-
3602. These are both high severity vulnerabilities which can trigger buffer overruns in X.509 certificate
verification. You can view the OpenSSL advisory here: https://www.openssl.org/news/vulnerabi
lities.html.

Products Affected

OpenSSL is used by many applications and operating systems. Any application or operating system
that uses OpenSSL version 3.0.0 up to 3.0.6 is affected by this vulnerability. This may include custom
applications. There is a list of common Linux distributions that include OpenSSLv3 here:

« Common Linux distributions that include OpenSSL
» Products known to be affected/unaffected by the vulnerability
* Information regarding affected Docker images

To identify whether a windows machine contains an app with OpenSSLv3 run either of the following
commands:

C:\>dir /b/s 1libssl*.d1ll OR
Get-ChildItem -Recurse -File -ErrorAction SilentlyContinue -Path "C:\" -Filter "libsslx"

Exploitation of CVE-2022-3786 could allow an attacker to craft a malicious email address in a
certificate that could could result in a crash (causing a denial of service).

Exploitation of CVE-2022-3602 could allow an attacker to craft a malicious email address which could
result in a crash (causing a denial of service) or potentially remote code execution.

To date, there have been no reports of the active exploitation of these vulnerabilities.

Recommendations

The NCSC strongly advises affected organisations to identify any assets that are running OpenSSL
version 3.x and to upgrade these to OpenSSL version 3.0.7. OpenSSL version 3.0.7 was released on
Tuesday November 01. Further information and some steps that organisations can take can be found

here:
* https://www.akamai.com/blog/security-research/openssl-vulnerability-how-to-e

ffectively-prepare

* https://www.openssl.org/news/vulnerabilities.html

* https://securitylabs.datadoghq.com/articles/openssl-november-1-vulnerabiliti
es/
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