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Description

Progress has released details about multiple vulnerabilities that exist in WS_FTP server. The vulnerabili-
ties exist within the WS_FTP Server Ad Hoc Transfer Module and the WS_FTP Server manager interface.
Two of these vulnerabilities are rated as critical, the remaining vulnerabilities are rated high and medium.

CVE-2023-40044 with a CVSS rating of 10, is a critical vulnerability that exists within WS_FTP Server
versions prior to 8.7.4 and 8.8.2 and could allow a pre-authenticated attacker to leverage a .NET de-
serialisation vulnerability in the Ad Hoc Transfer Module to execute remote commands on the underlying
WS_FTP Server operating system. This vulnerability only affects customers who have the Ad Hoc module
installed. This module is installed as part of a standard installation.

CVE-2023-42657 with a CVSS rating of 9.9, is a critical vulnerability that exists within WS_FTP Server
versions prior to 8.7.4 and 8.8.2 and is a directory traversal vulnerability. An attacker could leverage
this vulnerability to perform file operations (delete, rename, rmdir, mkdir) on files and folders outside of
their authorized WS_FTP folder path. Attackers could also escape the context of the WS_FTP Server
file structure and perform the same level of operations (delete, rename, rmdir, mkdir) on file and folder
locations on the underlying operating system.

Rapid7 has observed what appears to be exploitation of one or more of the WS_FTP vulnerabilities within
their customers environments. Their reporting has confirmed that CVE-2023-40044 is exploitable with a
single HTTPS POST request and the use of a pre-existing object deserialization tool.

Products Affected

Progress state that all versions of WS_FTP Server prior to 8.7.4 and 8.8.2 are affected by these vulnera-
bilities.

Impact

Exploitation of CVE-2023-40044 allows a pre-authenticated attacker to achieve Remote Code Execution
(RCE) on the underlying WS_FTP Server operating system.

Exploitation of CVE-2023-42657 could allow an attacker to perform file operations (delete, rename, rmdir,
mkdir) on files and folders outside of their authorized WS_FTP folder path. Attackers could also escape
the context of the WS_FTP Server file structure and perform the same level of operations (delete, rename,
rmdir, mkdir) on file and folder locations on the underlying operating system.
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https://community.progress.com/s/article/WS-FTP-Server-Critical-Vulnerability-September-2023
https://www.cve.org/CVERecord?id=CVE-2023-40044
https://www.cve.org/CVERecord?id=CVE-2023-42657
https://www.rapid7.com/blog/post/2023/09/29/etr-critical-vulnerabilities-in-ws_ftp-server/
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Recommendations

All vulnerabilities listed in the Progress advisory have been addressed and the Progress WS_FTP team
strongly recommends performing an upgrade to one of the fixed versions listed above.

They note that "Upgrading to a patched release, using the full installer, is the only way to remediate
this issue. There will be an outage to the system while the upgrade is running."

For customers that are unable to patch immediately, Progress have released mitigation steps to disable
the WS_FTP Server Ad Hoc Transfer Module.
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https://community.progress.com/s/article/WS-FTP-Server-Critical-Vulnerability-September-2023
https://community.progress.com/s/article/Removing-or-Disabling-the-WS-FTP-Server-Ad-hoc-Transfer-Module
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