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The NCSC are aware of a Remote Code Execution (RCE) vulnerability, along
with Proof of Concept (PoC) code for the Microsoft Windows Print Spooler ser-
vice (CVE-2021-34527). This vulnerability can allow an authenticated, remote
attacker to gain SYSTEM privileges by sending an RpcAddPrinterDriverEx()
RPC request in all versions of Windows.

Threat Type The RpcAddPrinterDriverEx() function is used to install a printer driver on a
system. Any authenticated user can call RpcAddPrinterDriverEx() loading a
driver file locally or from a remote system. By leveraging the vulnerability, the
Print Spooler Service, spoolsv.exe, executes code in an arbitrary DLL file with
SYSTEM privileges.

Microsoft released a patch for CVE-2021-34527. CSIRT-IE strongly recommend
that all organisations examine the advice from Microsoft.

Products Affected All versions of Microsoft Windows

Impact Remote Code Execution - compromised systems, data loss.

Microsoft released a patch on 6th July 2021. Please refer to the Microsoft
guidance regarding this vulnerability. The updates do not include Windows
10 version 1607, Windows Server 2012, or Windows Server 2016—Microsoft
states updates for these versions are forthcoming.

Microsoft has also provided workarounds in case the patch cannot be
applied.

(Please Note, these workarounds will need to be evaluated before being
applied to your environment.):

+ Disable the Print Spooler service to prevent exploitation. (Disabling the
Print Spooler service disables the ability to print both locally and
remotely.)

+ Disable inbound remote printing through Group Policy. Computer
Configuration / Administrative Templates / Printers, Disable the “Allow
Print Spooler to accept client connections:” policy to block remote
attacks.

Security researchers have published research and provided workarounds avail-
able if disabling the Print Spooler is not an option.

Recommendations

 This blog post from Truesec offers a potential mitigation by restricting Ac-
cess Control Lists.

» Lares Labs, a security consulting company published a repository with
detection and remediation information.

» Florian Roth, a security researcher, has released experimental Sigma
Rules for detecting exploitation of the vulnerability.
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
https://blog.truesec.com/2021/06/30/fix-for-printnightmare-cve-2021-1675-exploit-to-keep-your-print-servers-running-while-a-patch-is-not-available/
https://github.com/LaresLLC/CVE-2021-1675
https://github.com/SigmaHQ/sigma/pull/1588/files
https://github.com/SigmaHQ/sigma/pull/1588/files
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