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Microsoft have released details of three important vulnerabilities, two Remote Code
Execution (RCE) vulnerabilities (CVE-2021-24074, CVE-2021-24094) and a Denial
of Service vulnerability (CVE-2021-24086).

e CVE-2021-24074, CVSS 9.8(Critical) - This is an Remote Code Execution
(RCE) bug in Windows systems. An attacker could exploit this vulnerabil-
ity by crafting traffic using IP Fragmentation, breaking a packet into multi-
ple fragments and reassembling on the endpoint, or by using Loose Source
and Record Route (LSRR), "Source Routing”, a way for packets to request
routers to choose and record the path through which the network will route
them.

e CVE-2021-24094, CVSS 9.8 (Critical) - Under certain circumstances, when
Threat Type tcpip.sys performs a “recursive reassembly” on fragmented packets, the re-
assembly process can cause the driver to leave open a pointer to memory
space that has been de-allocated, which can be exploited to remotely exe-
cute code.

e CVE-2021-24086, CVSS 7.5(High) - This vulnerability exists when Win-

dows tcpip.sys driver attempts to reassemble fragmented IPv6 packets. As

a result, this attack requires many packets to be successful. The root

cause of this vulnerability is a NULL pointer de-reference which occurs in

IpvépReassembleDatagram. The crash occurs when reassembling a packet

with around Oxffff bytes of extension headers. Microsoft regard this vulnerabil-

ity as easier for attackers to exploit so taking action quickly is recommended.

Please review Microsoft's Release Notes for Patch Tuesday February 2021:
https://msrc.microsoft.com/update-guide/releaseNote/2021-Feb.

Multiple Microsoft Products

Products Affected

Impact Remote Code Execution & Denial of Service

Please install the patches supplied by Microsoft as quickly as possible. It is ex-
GEW NI ELHEULGEN pected, that because of the the elevated risk with these vulnerabilities, exploits will
be developed by attackers in the near future.
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