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Description

A critical vulnerability has been discovered in Fortinet FortiOS sslvpnd which may allow an unauthen-
ticated attacker to execute arbitrary code or commands via crafted requests. Fortinet is aware of an
instance where this was exploited in the wild.

You can view the Fortinet advisory here: https://www.fortiguard.com/psirt/FG-IR-22-398. The
CVE-2022-42475 vulnerability has been assigned a CVSSv3 score of 9.3 (critical).

Products Affected

 FortiOS version 7.2.0 through 7.2.2

* FortiOS version 7.0.0 through 7.0.8

* FortiOS version 6.4.0 through 6.4.10
 FortiOS version 6.2.0 through 6.2.11

+ FortiOS-6K7K version 7.0.0 through 7.0.7
» FortiOS-6K7K version 6.4.0 through 6.4.9
» FortiOS-6K7K version 6.2.0 through 6.2.11

 FortiOS-6K7K version 6.0.0 through 6.0.14

Exploitation of CVE-2022-42475 could allow an attacker to remotely execute code and carry out data
theft, operational disruption, ransomware and denial of service.

Detection

Fortinet recommends that affected organisations validate systems against the following indicators of com-
promise:
» Multiple log entries with:

— Logdesc="Application crashed" and msg="[...] application:sslvpnd,[...],

Signal 11 received, Backtrace: [...]¢

» Presence of the following artifacts in the filesystem:

— /data/lib/libips.bak
/data/1lib/libgif.so
/data/lib/libiptcp.so
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/data/lib/libipudp.so
/data/lib/libjepg.so
/var/.sslvpnconfigbk
/data/etc/wxd.conf
/flash

» Connections to suspicious IP addresses from the FortiGate:

188[.]34.130.40:444
103[.]131.189.143:30080,30081,30443,20443
192[.]36.119.61:8443,444
172[.]247.168.153:8033

Recommendations

* FortiOS version 7.2.0 through 7.2.2

— Upgrade to FortiOS version 7.2.3 or above
* FortiOS version 7.0.0 through 7.0.8

— Upgrade to FortiOS version 7.0.9 or above
 FortiOS version 6.4.0 through 6.4.10

— Upgrade to FortiOS version 6.4.11 or above
+ FortiOS version 6.2.0 through 6.2.11

— Upgrade to FortiOS version 6.2.12 or above
» FortiOS-6K7K version 7.0.0 through 7.0.7

— Upgrade to FortiOS-6K7K version 7.0.8 or above
» FortiOS-6K7K version 6.4.0 through 6.4.9

— Upgrade to FortiOS-6K7K version 6.4.10 or above
* FortiOS-6K7K version 6.2.0 through 6.2.11

— Upgrade to FortiOS-6K7K version 6.2.12 or above
+ FortiOS-6K7K version 6.0.0 through 6.0.14

— Upgrade to FortiOS-6K7K version 6.0.15 or above

The NCSC also advises:

+ Disable VPN-SSL functionality if it is not essential
« Examine logs to check that no unauthorised access has been attained

» Implement conditional access rules (such as GeolP blocking) to limit your exposure vector

TLP-CLEAR



DISCLAIMER: This document is provided “as is” without war-
ranty of any kind, expressed or implied, including, but not lim-
ited to, the implied warranty of fithess for a particular purpose.
NCSC-IE does not endorse any commercial product or service,
referenced in this document or otherwise.
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