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Description

Fortinet has released a critical software update’ for FortiOS, FortiSwitchManager and FortiProxy, that
addresses CVE-2022-40684, an authentication bypass on the administration interface. The security
flaw could allow remote threat actors to perform operations on unpatched devices via specially crafted
HTTP or HTTPS requests. The vulnerability has a CVSSv3 Score of 9.6.

Products Affected

* FortiOS: 7.0.0t0 7.0.6

» FortiOs: 7.2.0to0 7.2.1

* FortiProxy: From 7.0.0 to 7.0.6 and 7.2.0
* FortiSwitchManager: 7.0.0, 7.2.0

Remote Code Execution, access to sensitive data

Detection

Fortinet is aware of an instance where this vulnerability was exploited, and recommends immediately
validating your systems against the following indicator of compromise in the device’s logs:

user="Local_Process_Access"

Recommendations

The NCSC strongly advises affected organisations to upgrade to 7.07 or 7.22 immediately. Patching
the vulnerability alone is not sufficient. Organisations should verify the integrity of affected platforms
through examination of logs for evidence of successful exploitation (see Detection steps above), and
report any potential malicious activity to the NCSC immediately.

If you are unable to upgrade Fortinet have also released workaround instructions that can be
found on their advisory at https://www.fortiguard.com/psirt/FG-IR-22-377.

Thttps://www.fortiguard.com/psirt/FG-IR-22-377
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