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Description

The NCSC is aware of the SpyWare malware known as FluBot affecting Android users in Ireland. The
NCSC has previously released an Alert regarding FluBot in June 2021 - analysis of previous waves of
this campaign suggests that Irish users may be targeted in the near future. FluBot is used by malicious
parties to steal passwords and sensitive data from a victim’s mobile device. It will access victims’
contacts and spread the malicious application through further text messages.

The theme of this new campaign relates to voicemail messages, with a link for the victim to click
to receive the voicemail. This link will direct a potential victim to a fake website where they will be
prompted to install a new voicemail app in order to listen to a new message. The victim will then be
asked to download a .apk file which is a banking trojan. Users will then be prompted to manually
override and allow an untrusted app download. Figure 1 is an example of a FluBot text message:

Figure 1: FluBot SMS
Figure 2, Figure 3 and Figure 4 below are examples of websites that FluBot directs a victim to:

Figure 2 & 3: Websites Hosting Malicious App

Figure 4: Website Hosting Malicious App
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https://www.ncsc.gov.ie/pdfs/Flubot_010621.pdf
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Products Affected

Android devices.

Note: Other mobile devices (Apple iPhones, Windows devices) can still receive the messages,
however the malicious application is designed to only work with the Android operating system at this
time.

Impact

Data & financial loss.

Recommendations

If you receive a message as described above the NCSC advises:

• DO NOT click on the link, never reply to the message, and delete the message immediately.

• Be wary of messages informing of a new voicemail with a link included.

If you have clicked on the link and/or installed an app:

• Perform a factory reset on the device. (Note: If you do not have backups you will lose data).

• If you have entered in your bank account details inform your bank immediately.

• Contact your mobile provider for further advice.

• When restoring backups do not restore from any backups created after you installed the mali-
cious app as these will be infected.

• Reset passwords on any accounts used after you installed the app. If you use the same pass-
words on other accounts, change these also.

• Ensure that the Google Play Protect Service is switched on.

• Review the BPFI FraudSMART advisory for further advice.
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https://support.google.com/android/answer/2812853
https://www.fraudsmart.ie/2021/10/26/fraudsmart-issues-warning-on-text-message-scams/
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