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Description

Progress have released details of a critical vulnerability in MOVEit Transfer which, if exploited, could lead
to privilege escalation and unauthorised access.

As of yet there is no CVE for this vulnerability. Progress have made details of the vulnerability avail-
able from their website: https://community.progress.com/s/article/MOVEit-Transfer-Critical-Vulnerability-
31May2023

Products Affected

• MOVEit Transfer 2023.0.0

• MOVEit Transfer 2022.1.x

• MOVEit Transfer 2022.0.x

• MOVEit Transfer 2021.1.x

• MOVEit Transfer 2021.0.x

Impact

Exploitation of this vulnerability could allow an attacker to escalate privileges and gain unauthorised ac-
cess to the target environment.

Recommendations

The NCSC strongly advises users of affected versions of MOVEit Transfer to apply patches if available
and to take immediate mitigation measures where patches are not available.

Progress are issuing patches for affected versions of the software and these will be downloadable from
Progress as they are made available: https://community.progress.com/s/article/MOVEit-Transfer-Critical-
Vulnerability-31May2023

Where patches are not yet available, Progress has included mitigation measures that affected customers
can take. These are also available here: https://community.progress.com/s/article/MOVEit-Transfer-
Critical-Vulnerability-31May2023

Progress also advises users of vulnerable versions of MOVEit Transfer to check their infrastructure for
any signs of compromise over at least the past 30 days.

IOCs that can be checked for are also available from the Progress website using the above link.
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