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Description

Progress Software Corporation have released details of a new critical SQL injection vulnerability in the
MOVEit Transfer web application that could allow an unauthenticated attacker to gain unauthorised access
to the MOVEit Transfer database. This new critical vulnerability is being tracked as CVE-2023-36934.

Before applying the new remediation steps, affected customers must ensure that they have already taken
previously recommended remediation steps to address CVE-2023-34362 that was disclosed in May 2023.

Progress have also released details of two high severity vulnerabilities, tracked as CVE-2023-36932 and
CVE-2023-36933 that also affect MOVEit Transfer.

Details of these new vulnerabilities and the remediation steps that organisations need to take to address
them can be found here:

https://community.progress.com/s/article/MOVEit-Transfer-2020-1-Service-Pack-July-2023

Products Affected

CVE-2023-36934, CVE-2023-36932

MOVEit Transfer versions released before:

• 2023.0.4 (15.0.4)

• 2022.1.8 (14.1.8)

• 2022.0.7 (14.0.7)

• 2021.1.7 (13.1.7)

• 2021.0.9 (13.0.9)

• 2020.1.11 (12.1.11)

CVE-2023-36933

MOVEit Transfer versions released before:

• 2021.0.9 (13.0.9)

• 2021.1.7 (13.1.7)

• 2022.0.7 (14.0.7)

• 2022.1.8 (14.1.8)

• 2023.0.4 (15.0.4)
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https://nvd.nist.gov/vuln/detail/CVE-2023-36934
https://community.progress.com/s/article/MOVEit-Transfer-2020-1-Service-Pack-July-2023
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Impact

Exploitation of CVE-2023-36934 and CVE-2023-36932 could allow an attacker to submit a crafted payload
to a MOVEit Transfer application endpoint which could result in modification and disclosure of MOVEit
database content.

CVE-2023-36933 is a behavioral workflow vulnerability that could allow an attacker to invoke a method
that results in an unhandled exception. Triggering this workflow would have an impact on the availability
of the MOVEit Transfer application.

Recommendations

The NCSC strongly advises users of affected versions of MOVEit Transfer to follow the remediation steps
outlined by Progress. Details of these steps are available from the Progress website here:

https://community.progress.com/s/article/MOVEit-Transfer-2020-1-Service-Pack-July-2023
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