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Revision History

Revision | Date Author(s) Description

1.0 03 June 2022 | CSIRT-IE Initial Alert created regarding a critical vulnerability in
Atlassian Confluence Data Center and Server

1.1 03 June 2022 | CSIRT-IE Updated information on fixed versions and updated

mitigation steps
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Description

Volexity has published details related to a critical vulnerability in Atlassian Confluence Data Center
and Server that is being actively exploited by threat actors. Atlassian describes it as a critical severity
unauthenticated remote code execution vulnerability in Confluence Data Center and Server. The
details of the bug are not public to help mitigation and limit exploitation of the vulnerability.

The NCSC recommends that affected organisations review the Atlassian’s advice and upgrade to the
latest Long Term Support release or apply the mitigation steps as soon as possible.

Products Affected

« All supported versions of Confluence Server and Data Center are affected.

— Note: Atlassian reports that Atlassian Cloud sites are protected. This means that if your
Confluence site is accessed via an Atlassian.net domain, it is hosted by Atlassian and is not
vulnerable.

Unauthenticated remote code execution - compromised systems, data loss.

Mitigations

If you are unable to upgrade Confluence immediately, then as a temporary workaround, you can find
specific mitigation steps for Confluence versions 7.15.0 - 7.18.0 and versions 7.0.0 - 7.14.2 in the
Atlassian Advisory.

Recommendations

Atlassian have released the following versions to fix the issue:
* versions 7.4.17,7.13.7,7.14.3,7.15.2,7.16.4,7.17.4 and 7.18.1

NCSC recommends that affected organisations upgrade to the latest Long Term Support release as
soon as possible. For a full description of the latest version, see the Confluence Server and Data
Center Release Notes. You can download the latest version from the download centre.
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https://www.volexity.com/blog/2022/06/02/zero-day-exploitation-of-atlassian-confluence/
https://confluence.atlassian.com/doc/confluence-security-advisory-2022-06-02-1130377146.html
https://confluence.atlassian.com/doc/confluence-security-advisory-2022-06-02-1130377146.html
https://confluence.atlassian.com/doc/confluence-release-notes-327.html
https://confluence.atlassian.com/doc/confluence-release-notes-327.html
https://www.atlassian.com/software/confluence/download-archives
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