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Description

Cisco have released an advisory in relation to multiple vulnerabilities in Cisco Small Business RV160,
RV260, RV340, and RV345 Series Routers that could allow an unauthenticated, remote attacker to
execute arbitrary code or cause a denial of service (DoS) condition on an affected device.
NOTE: There are no workarounds that address these vulnerabilities.

CVE(s)

CVE-2022-20827 (CVSS Base Score: 9.0), CVE-2022-20841 (CVSS Base Score: 8.3),CVE-2022-
20842 (CVSS Base Score: 9.8)

Products Affected

CVE-2022-20827 and CVE-2022-20841 affect the following Cisco products:

• RV160 VPN Routers
• RV160W Wireless-AC VPN Routers
• RV60 VPN Routers
• RV260P VPN Routers with PoE
• RV260W Wireless-AC VPN Routers
• RV340 Dual WAN Gigabit VPN Routers
• RV340W Dual WAN Gigabit Wireless-AC VPN Routers
• RV345 Dual WAN Gigabit VPN Routers
• RV345P Dual WAN Gigabit POE VPN Routers

CVE-2022-20842 affects the following Cisco products:

• RV340 Dual WAN Gigabit VPN Routers
• RV340W Dual WAN Gigabit Wireless-AC VPN Routers
• RV345 Dual WAN Gigabit VPN Routers
• RV345P Dual WAN Gigabit POE VPN Routers

Impact

Remote Code Execution - compromised systems, data loss.

Recommendations

The NCSC recommends that affected organisations review the Cisco advisory here. Cisco has re-
leased free software updates that address these vulnerabilities - customers with service contracts that
entitle them to regular software updates should obtain security fixes through their usual update chan-
nels.
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sb-mult-vuln-CbVp4SUR
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sb-mult-vuln-CbVp4SUR
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#ssu
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