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Description

CVE-2024-20253 is a vulnerability in multiple Cisco Unified Communications and Contact Center So-
lutions products that could allow an unauthenticated, remote attacker to execute arbitrary code on an
affected device.

At the time of writing, Cisco has reported that there is no evidence that CVE-2024-20253 has been
exploited in the wild.

Products Affected

• Unified Communications Manager (Unified CM)

• Unified Communications Manager IM & Presence Service (Unified CM IM&P)

• Unified Communications Manager Session Management Edition (Unified CM SME)

• Unified Contact Center Express (UCCX)

• Unity Connection (UC)

• Virtualized Voice Browser (VVB)

Impact

An attacker could exploit this vulnerability by sending a crafted message to a listening port of an affected
device. A successful exploit could allow the attacker to execute arbitrary commands on the underlying
operating system with the privileges of the web services user. With access to the underlying operating
system, the attacker could also establish root access on the affected device.

Recommendations

The NCSC strongly advises affected organisations to install updates for vulnerable devices with the high-
est priority, after thorough testing.

Cisco has released free software updates that address the vulnerability. Please see the Cisco advisory
for more information.

• https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/ci
sco-sa-cucm-rce-bWNzQcUm
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