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Description
CVE ID: CVE-2026-102764

Published: 2026-10-15

Vendor: BeyondTrust

Product: Remote Support

CVSS Score1: 9.3

Products Affected
Product Version

Remote Support <= 26.2.3

Impact
A critical vulnerability in Remote Support (RS) that could allow a remote attacker to
perform file operations on an affected appliance. The vulnerability exists within internal
components of Remote Support. The components did not adequately validate the origin
of the messages it received. Under the right conditions, this could be used to perform
file operations on the appliance.

Common Weakness Enumeration (CWE)2: CWE-290: CWE-290 Authentication bypass
by spoofing

Known Exploited Vulnerability (KEV) catalog3: Yes

Used by Ransomware Operators: N/A
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Recommendations
The NCSC strongly recommends installing updates for vulnerable systems with the
highest priority, after thorough testing. Affected organisations should review the latest
release notes and install the relevant updates from BeyondTrust.

 https://nvd.nist.gov/vuln/detail/CVE-2026-102764

 https://www.cve.org/CVERecord?id=CVE-2026-102764

 https://www.beyondtrust.com/trust-center/security-advisories/bt26-05

 https://www.beyondtrust.com/blog/entry/bt26-05

 https://beyondtrustcorp.service-
now.com/csm?id=csm_kb_article&sysparm_article=KB0024066

 https://www.cisa.gov/known-exploited-vulnerabilities-catalog?field_cve=CVE-
2026-102764
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