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CVE-2026-88779
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STATUS: TLP:CLEAR

Recipients can spread this to the world, there is no limit on disclosure. Sources
may use TLP:CLEAR when information carries minimal or no foreseeable risk of
misuse, in accordance with applicable rules and procedures for public release.
Subject to standard copyright rules, TLP:CLEAR information may be shared
without restriction.

For more information on the Traffic Light Protocol, see https:/lwww.first.org/tlpl.
Please treat this document in accordance with the TLP assigned.
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TLP: CLEAR

Rialtas na hEireann
Government of Ireland

Description

CVE ID: CVE-2026-88779
Published: 2026-10-04
Vendor: NetScaler
Product: ADC, Gateway
CVSS Score': 8.7

Products Affected
Product Version
ADC 0<14.1-73.41
ADC 0<13.1-64.28
ADC 0<14.1-73.41 FIPS
ADC 0<13.1-37.282
Gateway 0<14.1-73.41
Gateway 0<13.1-64.28
Impact

CVE-2026-88779 is a memory overflow vulnerability in Citrix NetScaler ADC and Citrix

NetScaler Gateway that can lead to denial of service under specific deployment

conditions.

The issue affects self-managed NetScaler deployments running affected supported
versions when the required preconditions are met. Organisations should review their
deployed versions and configurations, then install the relevant updated versions as

soon as possible.

t https://www.first.org/cvss/
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Common Weakness Enumeration (CWE)?: CWE-119 Improper Restriction of
Operations within the Bounds of a Memory Buffer

Known Exploited Vulnerability (KEV) catalog®: Yes

Used by Ransomware Operators: N/A

Recommendations

The NCSC strongly recommends installing updates for vulnerable systems with the
highest priority, after thorough testing. Affected organisations should review the latest
release notes and install the relevant updates from Citrix.

e https://nvd.nist.gov/vuln/detail/ CVE-2026-88779
e https://www.cve.org/CVERecord?id=CVE-2026-88779

e https://support.citrix.com/support-
home/kbsearch/article?articleNumber=CTX697174

e https://community.citrix.com/techzone-blogs/110 security-
updates/understanding-and-addressing-cve-2026-88779-in-citrix-netscaler-adc-
and-citrix-netscaler-gateway/

e https://www.cisa.gov/known-exploited-vulnerabilities-catalog?field cve=CVE-
2026-88779

2 https://cwe.mitre.org
3 https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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