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Description
CVE ID: CVE-2026-84869

Published: 2026-09-08

Vendor: ConnectWise

Product: ScreenConnect

CVSS Score1: 9.9

Products Affected
Product Version

ScreenConnect All versions prior to 26.6.5

Impact

A condition in the ScreenConnect client may allow files to be transferred and executed
through an active remote session without authorization or Host confirmation in certain
circumstances. ScreenConnect servers are not impacted.

CommonWeakness Enumeration (CWE)2: CWE-862Missing Authorization, CWE-269
Improper PrivilegeManagement

Known Exploited Vulnerability (KEV) catalog3: No

Used by RansomwareOperators: N/A
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Recommendations
TheNCSC strongly recommends installing updates for vulnerable systems with the highest
priority, after thorough testing. Affected organisations should review the latest release
notes and install the relevant updates fromConnectWise.

 https://nvd.nist.gov/vuln/detail/CVE-2026-84869

 https://www.cve.org/CVERecord?id=CVE-2026-84869

 https://www.connectwise.com/company/trust/security-bulletins/2026-09-08-
screenconnect-bulletin

 https://www.connectwise.com/company/trust/advisories
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