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Description
CVE ID: CVE-2026-19478
Published: 2026-08-17
Vendor: GitLab
Product: GitLab
CVSS Score1: 9.4

Products Affected
Product Version
GitLab 18.2 < 18.11.11
GitLab 19.0 < 19.0.8
GitLab 19.1 < 19.1.6
GitLab 19.2 < 19.2.4

Impact
GitLab has remediated an issue in GitLab CE/EE affecting all versions from 18.2 before
18.11.11, 19.0 before 19.0.8, 19.1 before 19.1.6, and 19.2 before 19.2.4 that under certain
conditions could allow an unauthenticated user to remotely modify or delete public projects
and user data via a GraphQL directive.

Common Weakness Enumeration (CWE)2: CWE-94: Improper Control of Generation of
Code ('Code Injection')
Known Exploited Vulnerability (KEV) catalog3: No
Used by Ransomware Operators: N/A
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Recommendations
The NCSC strongly recommends installing updates for vulnerable systems with the highest
priority, after thorough testing. Affected organisations should review the latest release
notes and install the relevant updates from GitLab.

 https://nvd.nist.gov/vuln/detail/CVE-2026-19478
 https://www.cve.org/CVERecord?id=CVE-2026-19478
 https://docs.gitlab.com/releases/patches/patch-release-gitlab-19-2-4-released/
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