R SE
o ¢ Cw
<

An Larionad Naisiunta

- | Cibearshlandala
NCSC E National Cyber NCSC #2607150243
—

Security Centre

\onN
»t ol

7

NCSC Advisory

Critical Vulnerability exists in Microsoft
SharePoint Server
CVE-2026-56164

16th, July 2026

STATUS: TLP:CLEAR

Recipients can spread this to the world, there is no limit on disclosure. Sources may use
TLP:CLEAR when information carries minimal or no foreseeable risk of misuse, in
accordance with applicable rules and procedures for public release. Subject to standard
copyright rules, TLP:CLEAR information may be shared without restriction.

For more information on the Traffic Light Protocol, see https://www.first.org/tlp/.
Please treat this document in accordance with the TLP assigned.



https://www.first.org/tlp/
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Description

CVE ID: CVE-2026-56164
Published: 2026-07-14
Vendor: Microsoft

Product: Microsoft SharePoint Enterprise Server 2016, Microsoft SharePoint Server
Subscription Edition, Microsoft SharePoint Server 2019

CVSS Scorel: 9.8

Products Affected

Product Version
Microsoft SharePoint Enterprise Server 2016 16.0.0< 16.0.5561.1001
Microsoft SharePoint Server 2019 16.0.0< 16.0.10417.20175

Microsoft SharePoint Server Subscription Edition 16.0.0<16.0.19725.20434

Impact

Microsoft SharePoint contains a missing authentication for critical function vulnerability
that allows an unauthorised attacker to elevate privileges over a network.

Common Weakness Enumeration (CWE)%: CWE-306: Missing Authentication for Critical
Function

Known Exploited Vulnerability (KEV) catalog?: Yes
Used by Ransomware Operators: N/A

thttps://www.first.org/cvss/
2https://cwe.mitre.org
3 https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Recommendations

The NCSC strongly recommends installing updates for vulnerable systems with the
highest priority, after thorough testing. Affected organisations should review the latest
release notes and install the relevant updates from Microsoft.

e https://nvd.nist.gov/vuln/detail/CVE-2026-56164
e https://www.cve.org/CVERecord?id=CVE-2026-56164
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-56164

e https://www.cisa.gov/known-exploited-vulnerabilities-catalog?field cve=CVE-
2026-56164
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