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Description
CVE ID: CVE-2026-21992
Published: 2026-03-20
Vendor: Oracle Corporation
Product: Oracle Web Services Manager, Oracle Identity Manager
CVSS Score1: 9.8

Products Affected
Product Version

Oracle IdentityManager 12.2.1.4.0
Oracle IdentityManager 14.1.2.1.0

OracleWeb ServicesManager 12.2.1.4.0
OracleWeb ServicesManager 14.1.2.1.0

Impact
Vulnerability in the Oracle IdentityManager product of Oracle FusionMiddleware
(component: RESTWebServices) andOracleWeb ServicesManager product of Oracle
FusionMiddleware (component:Web Services Security). Supported versions that are
affected are 12.2.1.4.0 and 14.1.2.1.0. Easily exploitable vulnerability allows
unauthenticated attacker with network access via HTTP to compromise Oracle Identity
Manager andOracleWeb ServicesManager. Successful attacks of this vulnerability can
result in takeover of Oracle IdentityManager andOracleWeb ServicesManager. Note:
OracleWeb ServicesManager is installed with anOracle FusionMiddleware Infrastructure.
CVSS 3.1 Base Score 9.8 (Confidentiality, Integrity and Availability impacts).

CommonWeakness Enumeration (CWE)2: CWE-306: CWE-306Missing Authentication for
Critical Function
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Known Exploited Vulnerability (KEV) catalog3: No
Used by RansomwareOperators: N/A

Recommendations
TheNCSC strongly recommends installing updates for vulnerable systems with the highest
priority, after thorough testing. Affected organisations should review the latest release
notes and install the relevant updates fromOracle Corporation.

 https://nvd.nist.gov/vuln/detail/CVE-2026-21992
 https://www.cve.org/CVERecord?id=CVE-2026-21992
 https://www.oracle.com/security-alerts/alert-cve-2026-21992.html
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