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Description
CVE ID: CVE-2026-29000
Published: 2026-03-04
Vendor: pac4j
Product: pac4j-jwt
CVSS Score1: 9.3

Products Affected
Product Version
pac4j-jwt 4.0 < 4.5.9
pac4j-jwt 5.0 < 5.7.9
pac4j-jwt 6.0 < 6.3.3

Impact
pac4j-jwt versions prior to 4.5.9, 5.7.9, and 6.3.3 contain an authentication bypassvulnerability in JwtAuthenticator when processing encrypted JWTs that allows remoteattackers to forge authentication tokens. Attackers who possess the server's RSApublic key can create a JWE-wrapped PlainJWT with arbitrary subject and role claims,bypassing signature verification to authenticate as any user including administrators.,

Common Weakness Enumeration (CWE)2: CWE-347: CWE-347 ImproperVerification of Cryptographic Signature
Known Exploited Vulnerability (KEV) catalog3: No
Used by Ransomware Operators: Unknown
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Recommendations
The NCSC strongly recommends installing updates for vulnerable systems with thehighest priority, after thorough testing. Affected organisations should review the latestrelease notes and install the relevant updates from pac4j.

· https://nvd.nist.gov/vuln/detail/CVE-2026-29000
· https://www.cve.org/CVERecord?id=CVE-2026-29000
· https://www.pac4j.org/blog/security-advisory-pac4j-jwt-jwtauthenticator.html
· https://www.codeant.ai/security-research/pac4j-jwt-authentication-bypass-public-key
· https://www.vulncheck.com/advisories/pac4j-jwt-jwtauthenticator-authentication-bypass

https://www.ncsc.gov.ie/
https://nvd.nist.gov/vuln/detail/CVE-2026-29000
https://www.cve.org/CVERecord?id=CVE-2026-29000
https://www.pac4j.org/blog/security-advisory-pac4j-jwt-jwtauthenticator.html
https://www.codeant.ai/security-research/pac4j-jwt-authentication-bypass-public-key
https://www.codeant.ai/security-research/pac4j-jwt-authentication-bypass-public-key
https://www.vulncheck.com/advisories/pac4j-jwt-jwtauthenticator-authentication-bypass
https://www.vulncheck.com/advisories/pac4j-jwt-jwtauthenticator-authentication-bypass

