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Description
CVE ID: CVE-2025-2783
Published: 2025-03-26
Vendor: Google
Product: Chrome
CVSS Score1: 8.3

Products Affected
Product Version
Chrome 134.0.6998.177 < 134.0.6998.177

Impact
Incorrect handle provided in unspecified circumstances in Mojo in Google Chrome onWindows prior to 134.0.6998.177 allowed a remote attacker to perform a sandboxescape via a malicious file. (Chromium security severity: High), ,

Common Weakness Enumeration (CWE)2:
Known Exploited Vulnerability (KEV) catalog3: Yes
Used by Ransomware Operators: N/A
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Recommendations
The NCSC strongly recommends installing updates for vulnerable systems with thehighest priority, after thorough testing. Affected organisations should review the latestrelease notes and install the relevant updates from Google.

· https://nvd.nist.gov/vuln/detail/CVE-2025-2783
· https://www.cve.org/CVERecord?id=CVE-2025-2783
· https://chromereleases.googleblog.com/2025/03/stable-channel-update-for-desktop_25.html
· https://issues.chromium.org/issues/405143032
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