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Description
Published: 2024-12-10
Vendor: Microsoft
Product: Multiple versions of Windows 10, Windows 11 and Windows Server
CVE ID: CVE-2024-49112
CVSS Score1: 9.8
CVE ID: CVE-2024-49113
CVSS Score: 7.5

Products affected
Full list of products affected for CVE-2024-49112 here and CVE-2024-49113 here

Impact
· Windows Lightweight Directory Access Protocol (LDAP) Denial of ServiceVulnerability
· Windows Lightweight Directory Access Protocol (LDAP) Remote CodeExecution Vulnerability

Common Weakness Enumeration (CWE)2:
· CWE-190: Integer Overflow or Wraparound
· CWE-125: Out-of-bounds Read

Known Exploited Vulnerability (KEV) catalog3: No
Used by Ransomware Operators: N/A
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Recommendations
The NCSC strongly recommends installing updates for vulnerable systems with thehighest priority, after thorough testing. Affected organisations should review the latestrelease notes and install the relevant updates from Microsoft.

· https://nvd.nist.gov/vuln/detail/CVE-2024-49112
· https://www.cve.org/CVERecord?id=CVE-2024-49112
· https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49112
· https://nvd.nist.gov/vuln/detail/CVE-2024-49113
· https://www.cve.org/CVERecord?id=CVE-2024-49113
· https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49113
· https://www.safebreach.com/blog/ldapnightmare-safebreach-labs-publishes-first-proof-of-concept-exploit-for-cve-2024-49113/
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