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NCSC Advisory

Vulnerabilities exist in:
Oracle Corporation: Oracle Agile PLM Framework
(CVSSv3: 7.5) .
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Description

CVE ID: CVE-2024-21287

Published: 2024-11-18

Vendor: Oracle Corporation

Product: Oracle Agile PLM Framework

CVSS3.0 Score!: 7.5

Products affected

Product

Version

Oracle Agile PLM Framework

9.3.6

Impact

Vulnerability in the Oracle Agile PLM Framework product of Oracle Supply Chain
(component: Software Development Kit, Process Extension). The supported version that
is affected is 9.3.6. Easily exploitable vulnerability allows unauthenticated attacker with
network access via HTTP to compromise Oracle Agile PLM Framework. Successful
attacks of this vulnerability can result in unauthorized access to critical data or complete
access to all Oracle Agile PLM Framework accessible data.

Common Weakness Enumeration (CWE)?: CWE-863 Incorrect Authorization

Known Exploited Vulnerability (KEV) catalog®: Yes

Used by Ransomware Operators: Unknown

t https://www.first.org/cvss/v3.0/specification-document
2 https://cwe.mitre.org

3 https://www.cisa.gov/known-exploited-vulnerabilities-catalog

Tom Johnson House, Beggar’s Bush, Dublin 4, Ireland, D04 K7X4
T +353(0)1 678 2333 E info@ncsc.gov.ie

ncsc.gov.ie
TLP: CLEAR

An Larionad Naisitnta
Cibearshlandala
National Cyber
Security Centre



https://www.ncsc.gov.ie/
https://www.first.org/cvss/v3.0/specification-document
https://cwe.mitre.org
https://www.cisa.gov/known-exploited-vulnerabilities-catalog

TLP: CLEAR

An Roinn Comhshaoil,

Aeriide agus Cumarsaide
Department of the Environment,
Climate and Communications

Recommedations

The NCSC strongly reccommends installing updates for vulnerable systems with the
highest priority, after thorough testing. Affected organisations should review the latest
release notes and install the relevant updates from Oracle Corporation.

e https://www.oracle.com/security-alerts/alert-cve-2024-21287.html
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