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Description

Published: 2024-08-13T18:15:00
Vendor: Microsoft
Product: Security updates have been released for Microsoft products. Of the vulnerabilities fixed, several
have been classified as critical.

The critical vulnerability CVE-2024-38063, which would affect the TCP/IP stack when IPv6 is enabled,
and whose successful exploitation would allow remote code execution (RCE) on the affected system.
Microsoft has rated this vulnerability as “most likely to exploit” and has been assigned a CVSSv3 score of
9.8.

Microsoft also published details of several other critical zero-day vulnerabilities which are detailed below
that are being actively exploited.

Products Affected

CVE-2024-38063 (CVSS:3.1 Score:9.8)
CVE-2024-38178 (CVSS:3.0 Score:7.5)
CVE-2024-38106 (CVSS:3.0 Score:7)
CVE-2024-38213 (CVSSv3.0 Score:6.5)
CVE-2024-38193 (CVSSv3.0 Score:7.8)

• Windows Server 2022
• Windows Server 2022, 23H2 Edition (Server Core installation)
• Windows Server 2019
• Windows Server 2019 (Server Core installation)
• Windows Server 2016
• Windows Server 2016 (Server Core installation)
• Windows Server 2012
• Windows Server 2012 (Server Core installation)
• Windows Server 2012 R2
• Windows Server 2012 R2 (Server Core installation)
• Windows Server 2008 Service Pack 2
• Windows Server 2008 Service Pack 2 (Server Core installation)
• Windows Server 2008 Service Pack 2
• Windows Server 2008 R2 Service Pack 1
• Windows Server 2008 R2 Service Pack 1 (Server Core installation)
• Windows 11 Version 24H2
• Windows 11 Version 23H2
• Windows 11 version 22H3
• Windows 11 version 22H2
• Windows 11 version 21H2
• Windows 10 Version 22H2
• Windows 10 Version 21H2
• Microsoft Windows 10 Version 1809
• Windows 10 Version 1607
• Windows 10 Version 1507
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CVE-2024-38109 (CVSS:3.1 Score:9.1)

• Microsoft Azure Health Bot

CVE-2024-38189 (CVSS:3.1 Score:8.8)

• Microsoft Project

CVE-2024-38206 (CVSS:3.1 Score:8.5)

• Microsoft Copilot Studio

Impact

CVE-2024-38063

• Remote code execution on the affected system

CVE-2024-38109

• Elevation of Privilege Vulnerability

CVE-2024-38189

• Remote code execution on the affected system (Actively exploited)

CVE-2024-38206

• Information Disclosure Vulnerability

CVE-2024-38178

• Scripting Engine Memory Corruption Vulnerability(Exploited)

CVE-2024-38106

• Windows Kernel Elevation of Privilege Vulnerability(Exploited)

CVE-2024-38213

• Windows Mark of the Web Security Feature Bypass Vulnerability(Exploited)

CVE-2024-38193

• Windows Ancillary Function Driver for WinSock Elevation of Privilege Vulnerability(Exploited)
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Recommendations

The NCSC strongly advises affected organisations to review the latest release notes and install the rele-
vant updates from Microsoft. More information can be found here:
https://msrc.microsoft.com/update-guide/releaseNote/2024-Aug

Additional recommendations and mitigations for these CVEs can be found in the respective link(s) below:
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38063
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38189
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38206
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38109
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38178
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38106
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38213
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38193
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