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Description

Published: 2024-Jun-18

Vendor: Broadcom

Products: VMware vCenter Server and VMware Cloud Foundation
CVE IDs:

« CVE-2024-37079 (CVSS:3.1 9.8)
« CVE-2024-37080 (CVSS:3.1 9.8)
« CVE-2024-37081 (CVSS:3.1 7.8)

Summary: Multiple heap-overflow and privilege escalation vulnerabilities in vCenter Server

More information related to this issue can be found at the following link:
https://support.broadcom. com/web/ecx/support-content-notification/-/external/content
/SecurityAdvisories/0/24453

Products Affected

VMware vCenter Server multiple heap-overflow vulnerabilities (CVE-2024-37079, CVE-2024-37080)

» The vCenter Server contains multiple heap-overflow vulnerabilities in the implementation of the
DCERPC protocol. VMware has evaluated the severity of these issues to be in the Critical severity
range with a maximum CVSSv3 base score of 9.8.

VMware vCenter multiple local privilege escalation vulnerabilities (CVE-2024-37081)

» The vCenter Server contains multiple local privilege escalation vulnerabilities due to misconfigura-
tion of sudo. VMware has evaluated the severity of this issue to be in the Important severity range
with a maximum CVSSv3 base score of 7.8.

Recommendations

The NCSC strongly advises organisations to review the Broadcom advisory (https://support.broadc
om. com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/
24453) and apply available updates as soon as possible.
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DISCLAIMER: This document is provided “as is” without war-
ranty of any kind, expressed or implied, including, but not lim-
ited to, the implied warranty of fithess for a particular purpose.
NCSC-IE does not endorse any commercial product or service,
referenced in this document or otherwise.
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