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Description

Ivanti, in partnership with third-party researchers, have discovered two critical vulnerabilities - CVE-2023-
46808 which affects Ivanti Neurons for ITSM and has a CVSS score of 9.9 and CVE-2023-41724 which
affects Ivanti Standalone Sentry and has a CVSS score of 9.6.

Patches are available for all supported versions of the affected products.

Products Affected

+ CVE-2023-46808: Ivanti Neurons for ITSM.
* CVE-2023-41724: Ivanti Standalone Sentry.

» Exploitation of CVE-2023-46808 could enable an authenticated remote user to perform file writes
to the ITSM server.

+ Exploitation of CVE-2023-41724 could allow an unauthenticated attacker to execute arbitrary com-
mands on the underlying operating system of the appliance within the same physical or logical
network.

To date, there have been no reports of the active exploitation of these vulnerabilities.

Recommendations

The NCSC strongly advises affected organisations identify and update affected Ivanti on-premise systems
to the latest version. Patches have already been applied to those residing in the Ivanti cloud.

Ivanti advisories for each of the vulnerabilities can be found at the below links:

* https://www.ivanti.com/blog/security-update-for-ivanti-neurons-for-itsm

* https://www.ivanti.com/blog/security-update-for-ivanti-standalone-sentry
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