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Description

ConnectWise has released software updates to address two vulnerabilities in its ScreenConnect remote
desktop and access software. CVE numbers to be confirmed. The vulnerabilities are as follows:

» CVE-2024-1709: Authentication bypass using an alternate path or channel (CVSS 3.1 score: 10.0)

« CVE-2024-1708: Improper limitation of a pathname to a restricted directory aka "path traversal"

(CVSS 3.1 score: 8.4)

Exploitation of these could allow the ability to execute remote code or directly impact confidential data or

critical systems.

Products Affected

The following ConnectWise products are affected:

» ScreenConnect 23.9.7 and prior.

Exploitation of these could allow the ability to execute remote code or directly impact confidential data or

critical systems.

The NCSC is aware that these vulnerabilities are being actively exploited.

Indicators Of Compromise

I0C

Description

155.133.5[.]15

IP address observed by ConnectWise incident response team

155.133.5[.]14

IP address observed by ConnectWise incident response team

118.69.65[.160

IP address observed by ConnectWise incident response team

Recommendations

Organisations that are self-hosted or on-premise need to update their servers to version 23.9.8 immedi-

ately.
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There are no actions needed by organisations who run cloud versions - ConnectWise have said Screen-
Connect servers hosted in “screenconnect.com” cloud or “hostedrmm.com” have been updated to reme-
diate the issue.

The NCSC strongly advises affected organisations to identify any assets that are running the affected
ScreenConnect versions and apply the updates recommended by ConnectWise in their advisory.

Further information from ConnectWise including instructions on updating to the newest release can be
found here: https://www.connectwise.com/company/trust/security-bulletins/connectwise-s
creenconnect-23.9.8
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DISCLAIMER: This document is provided “as is” without war-
ranty of any kind, expressed or implied, including, but not lim-
ited to, the implied warranty of fithess for a particular purpose.
NCSC-IE does not endorse any commercial product or service,
referenced in this document or otherwise.
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