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Description

Published: 10th January 2024

Vendor: Juniper Networks

Product: Junos OS

CVE ID: CVE-2024-21591

CVSS v3.0' Score: 9.8

Summary: An Out-of-bounds Write vulnerability in J-Web of Juniper Networks Junos OS SRX Series
and EX Series allows an unauthenticated, network-based attacker to cause a Denial of Service (DoS), or
Remote Code Execution (RCE) and obtain root privileges on the device.

This issue is caused by use of an insecure function allowing an attacker to overwrite arbitrary memory.

More information related to this issue can be found at the following link:

https://supportportal. juniper.net/s/article/2024-01-Security-Bulletin-Junos-0S-SRX-S
eries-and-EX-Series-Security-Vulnerability-in-J-web-allows-a-preAuth-Remote-Code-E
xecution-CVE-2024-2159171anguage=en_US

Products Affected

This issue affects Juniper Networks Junos OS SRX Series and EX Series:

» Junos OS versions earlier than 20.4R3-S9;

« Junos OS 21.2 versions earlier than 21.2R3-S7;

» Junos OS 21.3 versions earlier than 21.3R3-S5;

« Junos OS 21.4 versions earlier than 21.4R3-S5;

» Junos OS 22.1 versions earlier than 22.1R3-S4;

« Junos OS 22.2 versions earlier than 22.2R3-S3;

» Junos OS 22.3 versions earlier than 22.3R3-S2;
 Junos OS 22.4 versions earlier than 22.4R2-S2, 22.4R3.

Denial of Service (DoS), Remote Code Execution (RCE)

Common Weakness Enumeration (CWE)’: CWE-787 Out-of-bounds Write
Present in CISA Known Exploited Vulnerability(KEV)® catalog: NO

Recommendations

The NCSC strongly advises affected organisations to review the latest release notes and install the rele-
vant updates from Juniper Networks. The following software releases have been updated to resolve this

Thttps://www.first.org/cvss/v3.0/specification-document
2https://cwe.mitre.org/
3https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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specific issue:

Junos OS: 20.4R3-S9, 21.2R3-S7, 21.3R3-S5, 21.4R3-S5, 22.1R3-S4, 22.2R3-S3, 22.3R3-S2, 22.4R2-
S2, 22.4R3, 23.2R1-S1, 23.2R2, 23.4R1, and all subsequent releases.

Workaround: Disable J-Web, or limit access to only trusted hosts.
Additional recommendations and mitigation’s for the CVE can be found in the respective link below:

https://supportportal. juniper.net/s/article/2024-01-Security-Bulletin-Junos-0S-SRX-S
eries-and-EX-Series-Security-Vulnerability-in-J-web-allows-a-preAuth-Remote-Code-E
xecution-CVE-2024-2159171anguage=en_US
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