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Description

A critical vulnerability exists in CrushFTP which is being tracked as CVE-2023-43177. The vulnerability
could allow an unauthenticated attacker to access files stored on the server, execute code remotely, or
obtain plain text passwords.

A proof-of-concept (POC) exploit for CVE-2023-43177 has been publicly disclosed which is likely to be
exploited by opportunistic actors. This makes it critical for CrushFTP users to install the security updates
as soon as possible.

Products Affected

All CrushFTP versions prior to:
*+ 10.5.2

If exploited, it could allow an unauthenticated attacker to access all CrushFTP files, run arbitrary programs
on the host server, and acquire plain-text passwords

To date, there have been no reports of the active exploitation of these vulnerabilities but future exploitation
is deemed likely.

Recommendations

The NCSC strongly advises affected organisations to review the latest CrushFTP release notes and install
the relevant update.

Apply these recommended steps, listed in order of priority to secure your CrushFTP servers:

» Update to the latest version of CrushFTP
Set CrushFTP to the non-standard configuration of auto-update for new security patches when idle

+ Audit for any unauthorised new user accounts and password changes via the user management
dashboard and recent application logs

Set CrushFTP to the non-standard configuration of auto-update for new security patches when idle

« The new hardened Limited Server mode, introduced by CrushFTP in response to Converge re-
searcher feedback, should be enabled

Further information and additional measures to improve security can be found here:

* https://www.crushftp.com/versionl0.html
* https://convergetp.com/2023/11/16/crushftp-zero-day-cve-2023-43177-discovered/
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