CVD Readiness Checklist
In advance of publishing a CVD policy, the following checklist may assist in implementing the necessary operational and governance processes necessary for a successfully CVD program.
· Governance
· Are the "in-scope" and "out-of-scope" assets (domains, IPs, products, etc.) clearly listed?
· Have you identified the system owners for each asset, and who manages relevant vendor interactions?
· Does your CVD policy include a clear “Safe Harbour” statement?
· Has the CVD policy been reviewed by your legal/compliance team?

· Communication Channels
· Is your CVD policy discoverable through a security.txt file?
· Have you provided a secure webform or a PGP encrypted email address for reports?
· Is there a process to acknowledge receipt of a report within a reasonable timeframe (2 business days suggested)?
· Does the team know how to process anonymous reports, or those made using the NCSC as an intermediary?

· Remediation Workflow
· Is there a technical team ready to triage, verify and assign a severity to reports?
· Are there adequate testing protocols to validate fixes and verify regression?
· Is the team aware of providing appropriate updates to the researcher at key milestones?

· Compliance & Disclosure
· Are there appropriate templates and channels established, for issuing security advisories?
· Have you considered NIS2 risk management and CRA vulnerability handling requirements?

